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CYBER CRIME in TURKEY




Struggle Against Cyber Crime in Turkey

Department of
Smuggling and Organized Crimes-DSOC
(Turkish National Police)



CAPITAL MARKET LAW

Article 24 -Collaboration with Other Institutions

In the fulfillment of its duties, the Board
(CMB) may request the opinions of and
information from Ministries, concerned officials and
private institutions and persons.

These institutions and persons are obligated to
respond to such requests and to provide all kinds of
facilities to the representatives of the Board.

The Board shall convey the issues which must be
surveyed by other authorities to such authorities
inaccordance with relevant law.



Cyber Crime in Turkey

2009-2010

Data For Cyber Crime Incidents
in TURKEY
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CYBER CRIME TYPES

1. Bank and Credit Card Fraud
2. Interactive Bank Fraud

3. Offenses Against Information

Systems

4. Qualified Fraud via Internet



Turkish Statistical Institute

Individuals Using Computer And Internet In The Last
3 Months By Age Groups (%)

AGE GROUPS
16 - 24 25 - 34

YEAR TOTAL| MALE | FEMALE | TOTAL | MALE |[FEMALE

2009 | 62,2 76,4 49,1 40,6 58,6 34,5
COMPUTER | 2°%° | 05,2 | 785 52,7 52,0 | 624 | 416

2011 | 07,7 | 779 58,3 57,1 | 675 | 467

2009 | 59,4 74,1 46,0 45,1 57,2 | 32,9
INTERNET 2°%° 02,9| 766 499 | 50,6 | 609 | 402

zou1 05,8 | 765 55,9 55,1 | 654 | 449

Results of the ICT Usage in Households and by individuals, 2009-2011
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25 - 34 Age Group

Computer and Internet Usage (%)
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CYBER CRIME TYPES

2009 2010
TYPE OF CRIME Arrest Suspect Arrest | Suspect
Bank and Credit Card
Fraud 1.511 2.176 1.132 1.005
Interactive Banking
Fraud 550 1.113 151 300
Offenses Against
Information Systems 353 534 975 1.351
Qualified Fraud via
Internet 412 731 /1 115
Other 45 116 28 134
Total 2.871 4.670 2357 | 2.905




CYBER CRIME ARREST-2009

Qualified Other

Fraud via 29 Bank and
Internet Credit Card
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CYBER CRIME ARREST-2010
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OUTLINE

c. Cyber Crime Challenges

2. Capital Markets Law Violations via Information
Technologies & Case Studies
a. Market Manipulation via Information Technologies

b. Information Based Manipulation via Information
Technologies

c. Unauthorized Investment Advisory Activities
d. Ponzi Schemes



CYBER CRIME CHALLENGES

1. PROOF & EVIDENCE
2. LOCATION
3. JURISDICTION



CHALLENGES

1- PROOF & EVIDENCE
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CHALLENGES

2- LOCATION
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CHALLENGES
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C.

2. Capital Markets Law Violations via Information
Technologies & Case Studies

a. Market Manipulation via Information
Technologies

b. Information Based Manipulation via Information
Technologies

Unauthorized Investment Advisory Activities
d. Ponzi Schemes

ik



A-MARKET MANIPULATION
via
INFORMATION TECHNOLOGIES



Key Elements of Market Manipulation

Giving an impression of the
existence of an active
supply market

Affecting demand and

Trading for the purpose of

Increasing or

decreasing prices




Main Goals to Attemp for Market Manipulation

« Make money

D e Make more money

e Make much more
money




Market Manipulation




Sources of Investigations

Other
division
and inst.




Newswatch

A

Checking the news’
integrity




Newswatch

facebook




Real Time Surveillance

ISE and TURDEX
Surveillance Software

Daily Notifications

Market Anomalies
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HOW DO THEY WORK?

They are organized.
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Most Common Techniques

Too many fictious accounts
Using internet to execute market orders

Attention for internet protocol numbers
(IP)

No phone call

Using international phone service
providers

Using MSN Messenger, Skype etc.



OUTLINE

. Information Based Manipulation via
Information Technologies

Unauthorized Investment Advisory Activities

. Ponzi Schemes



B- INFORMATION BASED MANIPULATION

or not disclosing material information

Which may affect prices of capital market instruments
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Comments on Forums

AMERIKALI =
Ustat

&lintr:

slavezero isimli Gyeden Alint 2J
hocam bugln mi yoksa hafta mr acikdarsinge ona gire

poZisyvonumiuEu simdiden ayvarlayalim :d

dostlar.. Hisse topun ucunda.. Hissede hacketlenmes olmaz ise..
carsamba saat 10 acidavacagun.. Hareket olursa.. Erkenden
yvazmak zorunda kalcagin.. Bu duruma gore herkes portfoyiinii
bosa cikarmasm tavsiye ederim..

Uyelik tarihi: Qeg 2008
Mesajlar: 2.132

Ettigi Tesekkir: 1432
4227 Mesajina 45112 Kere
Teseklcir Edildi

Live Mo:21424

Tecribe Puarni: 110




- 31.08.2009- 09:55 by AMERICAN

“Dear friends our stock is XYZ, you can buy at current prices, as
you can see, the value started to increase” “its price will be
doubled in a near future, we will not lose even if the index
decreases”

- 31.08.2009- 10:21 by AMERICAN

“The price is now about 2.60 TL but for me its real price is
about 6 TL”

-31.08.2009- 10:30 by AMERICAN

“I suggested XYZ, because I want you all to earn money with
me. But the responsibility is of course yours”



Price of XYZ
stock increased
%30 In just
three days.

Reason??




AMERIKALI

Ustat

Uyelik tarihi: Dec 2008
Mesajlar: 2.210

Ettigi Tesekkir: 1432

4227 Mesajina 45112 Kere
Tesekkir Edildi

Uye No:21424

Tecriibe Puani: 111 GOHE00
000

sewaitﬂgi MA\.-'ERICI{i hankami acemi?ﬁi ur:urumi ahmetlarsi truei nekui FENER 23i canan!l]l]Eli

.

Konuyu Toplam 591 Uye okuyor. (590 Kayith iiye ve 1 Misafir)

AMERIKALI, kavala, mehmetmf09, yaykartal, milis_storm, kazim13, REALIST, debergerac, burak95,
corrigan1979, tigers09, bilent35, denizcan, ay_hans, mezere, dark807, hlkc, simsiyah, belcore,
muzol7, deepndark, vay bee, LAWLESS, weirdman, yigido58, akdeniz07, yesix, yalper2000,
MathMaster, sweetadam, turkiyem?71, kadsev19, alican04, ALIALI, huseyinder07, SABIRLI2, sea007,
bilginnn, tuncel, Arda06, ee911, ALBAYRAK616161, power borsa, onuralp, atkinson, trent,
BONDD770, medley, ennfes, bymechul, icecobra, ege_sny, isoman67, byey, malibu, sanane34,
ysfhk, lordstar, kyalimsatim, barta, scientist7, muha74, helper, rokanova43, karatopak, jaax,
albatros3441, rojxx, 10019621, backaru, ASK, hakanygt, raky76, KOKHOCA, shifu43, efsane81,
paSHa05, istinyeli, robben, eses535214, omonder, MERT26, b1r, xxmel, hhmehmet, fatih53,
bercise5, sertur, kertenkele99, sanssizim, hazeran, Minamoto, oktar_e, deltax1, Sindel, redapple,
eren55, DOLAR, avere, sakin40, harbiye, sovalye05, aliakaliak, acikel, dolphingirl3507, mistikadam,
ugurnagis, hakan_98, alfisti, Mesut40, tolgaist, ilker19661966, marko371, silmon, elektrikci,
meydem, anil33, kamil6065, ygtylmz, devdav, nativetr, leventkaptan, Gorky4u, trademester, bilicin,
sandoz, tunahanzade, saltuk, Tuana_Elif, smally, alf_ist, onealone, alpinom, hayahden, Esur, birol,
sera-nat, mtny, wafture35, hathat, kursatyaman, calculus, armes, mecitaltay, ugursugur, deren,
cakabo, dinler, sepeku, cevikkuvvet, genclik, buckers, Seth Plate, kuralyok, KAZANAN ADAM, utku06,
last_samuray, iheva, Serpinty, batum, bilinmeyenx, darkles, buray, robinhod, atmaca_, Tekniker,
dr.jivago, kaptaann, mdnz20, mert2352, ergoksan, ibo76000, estimater05, scholar, ozay, decopa,
akeldan, aynur.yildirim, 06088272, mirza_55_79, istatistikci, mabaka, cerenimo, hakanbey,
sahin151, caplai03, zlafci, BASRALI HASAN, flyntha, berat, kirkkale71, kanaatkar, alba, poyraz3519,
ydkaracan, draldinc, Jahr, kartal22, Karabasan, BUHARA, hazgol, GERCEK, ecan, mbeyaz, tades,
firehawk, borsabursal6, patriot, adige, risen, RNA, forpeace, alacalil9, ben82, cagciki, Hasanak,
kingboy, tahazen, ayildiz82, hacidede, difficultlove.., Diinya Capinda Acemi, turktay, yildizsever,
replas, erkankas, mutlu26, acemi_borsaci, mehmetsalih, muammer24, tommy, YENIDEN, zaferfire,




TRANSACTIONS

Information request from the forum management
about the ID information of forum member
AMERICAN.

By using our surveillance programs, we examined
the transactions of the AMERICAN and also his
family.



AMERICAN’s Transactions

Price Buy : Stock
DATE (TL) (Unit) Sell (Unit) (Unit)
20.08.2009 | 220 30 - 30
21.08.2009 | 244 350 ' 380
25.08.2009 | 2,38 249 - 629
01.09.2009 | 3:24 - 629 0

-He made 516 TL profit by stock trade




Transactions of AMERICAN’s Father

Price Bu Sell Stock
DATE (TL) (UrZit) (Unit) (unit)
20.08.2009 | 2,38 | 1.048 - 1.048
20.08.2009 | 2,39 | 5.900 - 6.948
20.08.2009 | 2,40 | 23.052 - 30.000
28.08.2009 | 2,39 | 18.973 - 48.973
28.08.2009 | 2,40 | 6.777 - 55.750
03.09.2009 | 3,24 55.750 0

- He made 47.100 TL profit by stock trade.




RESULT

At the end of the investigation, Our Board
decided to submit the written application to
the Public Prosecutor’s Office because of
the violation of Capital Markets Law.
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C-UNAUTHORIZED INVESTMENT ADVISORY
ACTIVITIES

Investment Advisory Activities are regulated by Communigué
Serial: V, No: 55 on Principles Regarding Investment Advisory
Activities.

Only institutions authorized by our Board can offer investment
recommendations.

According to our legislation, an activity can be described as an
Investment advisory activity under conditions below,

Influential investment recommendations and written and/or verbal
comments

About capital market instruments, and about companies and
Institutions which issue these financial instruments

To acquire a material benefit.
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Odeme Planlarm Payment Plans

Size uygun Ovelik cegitlerinden bir tanesini secir

Ulcretsiz Uye olduktan sonra da dilediginiz zaman Gcretll Oyelikiere gegis yapabilirsiniz

CRETSIF

Ocretsiz Uye Olmak ve Hizmetlerimizden yararlanmak icin lutfen yandaki baglantm tiklayimiz

Uoretsisz Uye

GUMITS 1 AYLIEK

1 Ayhik Odeme: 100 + 18 (2618KDW) — 118 v TL

EFT VE HAVAL E
e ODERME
L ODERE

EFT WVE HAWAL E
1L ODERME

GLTWVITTS 3 AW L ITE

3 Ayhk Sdeme: 270 + 48,6 (218KDWV) — 318,6 vTL

GLUMWMIITS & AN LITED
6 Ayhk Odeme: 480 + 86,4 (2%618KDV) = S66.4 Y11

GITMITS 12> AYILITE
12 Ayhik Odeme: 840 + 151,2 (Se18KDWV) — 991,2 vTL
EFT ViE HAWAL E
ILE ODEME
GURMITS SINIRSIZ
Bu Uyelik icin Zarman Siin Yoktur. Glnlik Sistemi satin almis gibi sdrekli kallanabilirler. Tam yenilemalerdan ve gelistirmelerden de
Ucretsiz olarak yararlaniriar. Daha sonra Gunlik Sistemn icin herhangi bir isim altinda yeniden bir Goret talebi yapilmayacaktir. Tek Gdeme:
2400 + 432 (FLLlEKDWV) = 2832 YTL

EFT

@

20 Ey

1 2009 Carsamiba

GUMUS + SMS 1 AVILIK
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Eylal 2009
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and time settings.
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1]
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ANASAYFA SEANS iCi YORUM EGITIM PiYASA YORUM HAKKIMIZDA UYELIK o

Gunlik Sistem ‘01 Ekim 2009 Persembe tarihi icin gin sonu borsa kapanig datalan ile glncellenmigtir.
Seanshk Sistem 01 Ekim 2009 Persembe tarihi 1. Seans icin seanshk borsa kapamis datalan ile gincellenmistir.
VIX 2624 DOW 964494 NASDAG 210231 SP500 104965 DAX 5631.49 NIKKEl 1013323 BVSP 61104.87 HSENG 2085525 10YR  3.29

1.05 4 %400 97264 % -1.01 -21.73 J %-1.03 -1096 4 % -1.04 B2.034 % -1.46 3303 4 * 033 ‘130.39{ % -0.21 -57.92 J % -0.28 ALTIN 9599.45

Giinlikive Seanshk
Sistem Performansi

Giinliik Sistem Al - Sat Sinyal Sonucglan

@ Hisse Senedi Sinyallerini Goriintiile © IMKB Endeks Sinyallerini Gériintiile
* Ctrl Tusu ile Birden Fazla Secim Yapablllrsmlz
TUMUNU GOSTER.

K
KLAYUL

XU100-IMKE ULUSAL-100 =1
XUD50-IMKE ULUSAL-50
XUO30-IMKB ULUSAL-30

m

HKUFON-IMKB ISLEM GOREM | ™
4 KAPANIS ALSAT ISHYAT KARZARAR GUN M. LEVEL

1| IBTYO iNFOTREND YAT. ORT. 0.70 0.70 0.00 o 0.69

2 | SEKFK SEKER FIN. KIR. 0.71 0.71 0.00 o 0.70

3 | SASA ADVANSA SASA 0.51 0.51 0.00 0 0.47

4 | AKCNS AKCANSA 5.00 5.00 0.00 o 5.97

5 | BSOKE BATISOKE CIMENTO 1.24 1.24 0.00 o 1.23

6 | BUCIM BURSA CIMENTO 5.25 5.25 0.00 o 5.25 m
7 | DGATE DATAGATE BILGISAYAR 1.96 1.96 0.00 o 1.94

8 | EDIP EDIP IPLIK 4.68 4.68 0.00 0 4.58

9 | MRSHL | MARSHALL 11.10 11.10 0.00 o 10.95 2009 Sistem Sonuclan
10 | MTEKS METEMTEKS 0.50 0.50 0.00 0 0.47 -
11 | PTOFS PETROL OFIsI 7.25 7.25 0.00 o 7.18 IMKB 100 +78,3%
12 | SAHOL SABANCI HOLDING 5.75 5.75 0.00 o 5.68 )
12 | TCRYO | TACIRLER YAT. ORT. 0.62 0.62 0.00 o 0.62 Seansik ST I
14 | YUNSA YUnSA 1.20 1.20 0.00 o 1.18 Giinlitk Sistem +97,9 %

2008 Sistem Sonuglan
iMKB 100 -51.6 %
Seanshk Sistem +111.3%

30 Eylal 2009 Cargamba

4 Eylal 2009 4

Pt 52 Ca Pe Cu Ct Pz
311 2 32 4 5 6
7 8 910 11 12 13
14 15 16 17 18 19 20
21022 23 24 25 26 27
28 29f301 1 2 3 4
5 6 7 8 910 11

18:03:45

AKENR

Canh IMKB Verileri
AKCNS

Change date and time settings...

e
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0.00 3 %0.00 0, g %2123 6494 § %316 0.00 § %000 0o F %217 00 d %254 000 g %0.00-485964 %-237ALTIN 1000.75 .

Giinliik Sistem Al - Sat Sinyal Sonucglan Glnlikive Seanshk
Sistem Performansi

@ Hisse Senedi Sinyallerini Goriintiile © IMKB Endeks Sinyallerini Goriintiile
* Ctrl Tusu ile Birden Fazla Secim Yapabilirsiniz
TUMONU GOSTER = | \
xu IDD—UﬂKB ULUSAL-100 (=i KUU_AHHA
XU050-IMKB ULUSAL-50
XUD30-IMKB ULUSAL-30 \/ KLA‘ UIU
XUFON-IMKB ISLEM GOREN F ™
Son Gilincellenme Tarihi:Persembe 01 Ekim 2009 17:53:52
NO KODU & ACIKLAMA KAPANIS ALSAT ISHAYAT KARZARAR GUN M. LEVEL
1| ADNAC |ADANA GIMENTO [C) 0.60 0.60 0.00 0 0.60 =
2 | AKBNE AKBANK 8.50 8.50 0.00 0 5.54
3 | ARENA ARENA BILGISAYAR 1.69 1.69 0.00 0 1.59 E
4 |ASUZU | ANADOLU ISUZU 5.50 5.50 0.00 0 6.58
5 | BFREN BOSCH FREN SISTEMLERI 79.50 79.50 0.00 0 75.83
6 | BRYAT BORUSAN YAT. PAZ. 6.10 6.10 0.00 0 6.17
7 | BSOKE BATISOKE CIMENTO 1.21 1.21 0.00 0 1.22
2| DARDL | DARDANEL 0.63 0.63 0.00 0 0.63
9 | DMZYC | DEMIZ YAT.ORT. 1.18 1.18 0.00 0 1.19 2009 Sistem Sonuclan
10 | DYOBY | DYO BOYA 0.42 0.42 0.00 0 0.43 -
11 | EGCYO EGELI YAT. ORT. 0.52 0.52 0.00 o 0.53 IMKB 100 +7,9%
12 | ERBOS ERBOSAN 7.60 7.60 0.00 0 7.80 ) )
13 | GEDIZ GEDIiZ IPLIK 2.17 2.17 0.00 0 2.20 = Seanshk SSlEEALLE i
14 | GOLTS GOLTAS CIMENTO 28.75 28.75 0.00 0 z9.20 | Giinliik Sistem +07.9%
15 |GSDHO | GSD HOLDING 0.71 0.71 0.00 0 0.72 - -
16 |HZNDR | HAZMEDAR REFRAKTER 2.28 2.28 0.00 0 2.29 2008 Sistem Sonuclan
17 | KARSH KARSAN OTOMOTIV 1.57 1.57 0.00 0 1.60 iMKB 100 51.6%
18 | KRDMA | KARDEMIR [A) 0.82 0.82 0.00 0 0.83
19 |KROME | KARDEMIR (B) 0.8z 0.8z 0.00 0 0.83 Seanslk Sistem +111.3%
20 | LINK LinK BILGISAYAR 2.47 2.47 0.00 0 2.51 Ginlilk Sistem +46.3 %
21 | MEMSA | MENSA MENSUCAT 0.46 0.46 0.00 0 0.46
22 | MRSHL | MARSHALL 10.20 10.20 0.00 0 10.90
23 | PEGYOQ | PERA GMYO 0.63 0.63 0.00 0 0.54
24 | PKART PLASTIKKART 2.36 2.36 0.00 0 2.37
25 | RAYSG RAY SIGORTA 2.03 2.03 0.00 0 2.05 —
26 | RYSAS REYSAS LOJISTIK 3.70 3.70 0.00 0
27 | SAGYO | SAGLAM GMYO 0.85 0.85 0.00 0
28 | SANKO | SANKO PAZARLAMA 2.84 2.84 0.00 0 02 Ekim 2003 Cuma
29 | SARKY SARKUYSAN 2.74 2.74 0.00 0
30 | SELGD SELCUK GIDA 0.31 0.31 0.00 0 1 Ekirm 2009 4
31 | SODA SODA SANAYI 1.64 1.64 0.00 0 Pt Sa Ca Pe Cu Ct Pz

. . . 28 20 30 1[2] 3 4
Gunluk Sistem {AL - SAT) 5 6 7 & 910 11
12 13 14 15 16 17 18

L - - . - - 19 20 21 22 23 24 35
Aciklamalar: Siz degderli Gyelerimizin yogun istekleri dogrultusunda; Ginliik ve Seanshk Al- Sat Sinyalleri listelerimiz endeks bazinda v 36 37 28 29 30 31 1

bazinda arama yapilabilir hale getiriimigtir. Kulfanim Kilavuzu yakinda eklenecekdir. 2 3 4 5 6 7 8

09:32:44
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Giinliik Sistem Al - Sat Sinyal Sonucglan Glnlikive Seanshk
) o Sistem |[Performansi
@ Hisse Senedi Sinyallerini Goriintille ) IMKB Endeks Sinyallerini Gdriintille
* Ctrl Tusu ile Birden Fazla Secim Yapabilirsiniz
TUMONU GOSTER ( (
XUIDD—1P~1KB ULUSAL-100 = KUU_AHHA
XU050-IMKB ULUSAL-50
XUD30-IMKB ULUSAL-30 \j KLA‘ UIU
XUFCN-IMKE ISLEM GOREM F ™
b 01 Ekim 2009 17:53:52 o .
NO KODU & ACIKLAMA KAPANIS ALSAT ISHAYAT KARZARAR GUN M. LEVEL
1| ACIBD ACIBADEM SAGLIK 7.75 U 7.60 1.07 g 7.69 &
2 | ADANA | ADANA CIMENTO (A) 5.00 ; 4,54 32.16 28 5.97
3 | ADBGR | ADANA CIMENTO (B) 3.54 3.16 12.03 15 3.52
4 | AEFES ANADOLU EFES 16.20 15.40 5.19 ] 16.02 [E
5| AFMAS | AFM FILM 8.20 8.15 0.61 3 8.04
& | AFYON AFYON GIMENTO 1570.00 800.00 06.25 11 1439.44 | L
7 | AGYO ATAKULE GMYO 1.40 1.19 17.65 = 1.20 T
8| AKALT AKAL TEKSTIL 1.321 1.25 4.80 13 1.31
S |AKCNS | AKCANSA 5.05 5.00 0.82 1 5.00 2009 Sistem Sonuclan
10 | AKENR AK EMERIL 14,10 12.20 15.57 g 13.43 -
11 | AKGRT AKSIGORTA 5.25 4.54 6.28 12| 5.21 IMKB 100 +H7,9%
12 | AKIPD AKSU IPLIK 1.32 1.26 4.76 11 1.20 ) )
12 | AKYO AK YAT.ORT. 1.58 1.36 16.18 11 1.50 Seansik SEICEEERL I
14 | ALARK ALARKO HOLDING 4.08 3.76 8.51 g 4.00 Ginlik Sistem +97.9%
15 | ALERK ALBARAKA TURK 2.04 2.04 0.00 3 2.01 - -
16 | ALCAR ALARKO CARRIER 11.00 10,20 7.84 13 10,77 2008 Sistem Sonuclan
17 |ALCTL ALCATEL LUCENT TELETAS 3.560 2.15 67.44 22 3.25 iMKB 100 51.6 % i
18 [ALGYO | ALARKO GMYO 14.20 11.60 22.41 16 13.55
19 | ALKIM ALKIM Kimya 7.10 6.35 11.81 15 6.93 Seanslk Sistem +111.3%
20 | ANACM | ANADOLU CAM 1.85 1.73 6.04 12 1.77 Giinliik Sistem +16.3 %
21 | AMELT AMNEL TELEKCOM 1.76 1.29 26.62 11 1.56
22 | ANHYT | ANADOLU HAYAT EMEK. 2.54 2.00 18.00 12 3.20
23 | ANSGR | ANADOLU SIGORTA 1.31 1.25 4.80 &l 1.27
24 | ARFYO | ALTERNATIF YAT.ORT. 0.85 0.84 1.19 8 0.84
25 | ARMDA | ARMADA BiLGISAYAR 1.48 1.41 4.96 &l 1.42
26 | ARSAN ARSAN TEKSTIL 1.72 1.28 34.28 11 1.51
27 | ASELS ASELSAN 5.25 5.80 7.76 11 £.09
28 | ASLAN LAFARGE ASLAN GIMENTO 65.50 £5.50 1.52 z 50.54
25 | ASYAB ASYA KATILIM BANKASI 3.14 .74 14.60 14 [
30 | ATAYO | ATA YAT.ORT. 0.89 0.75 18.67 10 02 Ekim 2009 Cuma
31 | ATLAS ATLAS YAT. ORT. 0.71 0.70 1.43 4
s s . 4 Ekirn 2009 4
Gunluk Sistem (AL - SAT)
Pt 52 Ca Pe Cu Ct Pz
2829 30 1 3 4
Aciklamalar: Siz degerli tyelerimizin yogun istekleri dodrultusunda; Ginlik ve Seanshk Al- Sat Sinyalleri listelerimiz endeks bazinda v 5 6 7 8 9101
bazinda arama yapilabilir hale getiriimigtir. Kulfanim Kilavuzu yakinda eklenecekdir. 12 13 14 15 16 17 18
19 20 21 22 23 24 25
1 - Klavyenizin "CTRL" tuguna basli tutarak coklu secim yapabilirsiniz 26 27 28 29 320 31 1
2 3 4 5 6 7 8 ) B
Ornel;, XGIDA(GIDA, [CECEK) ve XKMYA(KIMYA, feum sy . 09:44:41
¢ 1515 |FENER ¢ 535  [FENIS
Change date and time settings...
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OUTLINE
Cyber Crime in Turkey

2009-2010-InternetUsage(Charts,Fable)

2009-2010—data—for—Cyber—Crimes—Incidents—{(Department—of
Smuggling and Organized Crimes)

Cyber-Crimne-Challenges

Capital Markets Law Violations via Information
Technologies & Case-Studies

MarketE-Manipulation-via Information-Tfechnologies

Information Based Manipulation via Information
Technologies

EUnauthorizedInvestmentAdvisory-Aectivities




D-PONZI SCHEMES

A Ponzi scheme is a fraudulent investment operation
that pays returns to its investors from their own money or
the money paid by subsequent investors, rather than
from any actual profit earned by the individual or
organization running the operation.

In the framework of the Capital Markets Law.



D-PONZI SCHEMES

Public Offers
Invitation to the public,
To participate In a joint stock corporation,

Every kind of appeal to the public for the purchase of
capital market instruments.

In this context, all public offers should be
registered by our Board and my Department
is responsible for detecting public offers
made without permission.

ABC Gold Company case



ABC Gold Company (Investment Stage-1)

Invest 1.300 USD
At the end of month 170 USD profit.

New investment amount is 1.300+170=1.470
USD

At the end of the second month 192 USD
profit

In two years your money will reach up to
22.000 USD. (What a great offer!!)



ABC Gold Company (Investment Stage-2)

Besides profit share, there are bonuses and
premiums.

If you bring someone to invest, you will take
%10 of your friend’s investment as bonus!

When the number of investors you brought
increases, your bonuses also will increase.
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