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 CYBER CRIME in TURKEY 



Struggle Against Cyber Crime in Turkey 
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Department of 

Smuggling and Organized Crimes-DSOC  

(Turkish National Police) 



CAPITAL MARKET LAW 
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Article 24 -Collaboration with Other Institutions 

In the fulfillment of its duties, the Board 
(CMB) may request the opinions of and 
information from Ministries, concerned officials and 
private institutions and persons.  

These institutions and persons are obligated to 
respond to such requests and to provide all kinds of 
facilities to the representatives of the Board.  

The Board shall convey the issues which must be 
surveyed by other authorities to such authorities 
inaccordance with relevant law. 



Cyber Crime in Turkey 
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2009-2010 

 Data For Cyber Crime Incidents  

in TURKEY 



CYBER CRIME TYPES 
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1. Bank and Credit Card Fraud 

2. Interactive Bank Fraud 

3. Offenses Against Information 

Systems 

4. Qualified Fraud via Internet 



Turkish Statistical Institute 
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Individuals Using Computer And Internet In The Last 
3 Months By Age Groups (%) 

     AGE GROUPS 

         16 - 24      25 - 34 

  
YEAR TOTAL MALE FEMALE  TOTAL MALE FEMALE 

COMPUTER 

2009 62,2 76,4 49,1 46,6 58,6 34,5 

2010 65,2 78,5 52,7 52,0 62,4 41,6 

2011 67,7 77,9 58,3 57,1 67,5 46,7 

INTERNET  

2009 59,4 74,1 46,0 45,1 57,2 32,9 

2010 62,9 76,6 49,9 50,6 60,9 40,2 

2011 65,8 76,5 55,9 55,1 65,4 44,9 

Results of the ICT Usage in Households and by individuals, 2009-2011 



16 - 24 Age Group  
Computer and Internet Usage (%) 

9 

54,6 

57,9 

62,2 

65,2 

67,7 

50,4 
54,8 

59,4 

62,9 

65,8 

45,0 

50,0 

55,0 

60,0 

65,0 

70,0 

2007 2008 2009 2010 2011 

  Computer Usage (16 - 24 Age group) Internet (16 - 24 Age) group 



25 - 34 Age Group  
Computer and Internet Usage (%) 
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CYBER CRIME TYPES 
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 TYPE OF CRIME 
2009 2010 

Arrest Suspect Arrest Suspect 
Bank and Credit Card       
Fraud 

                             
1.511     

                             
2.176     

                           
1.132     

                           
1.005     

Interactive Banking 
Fraud 

                                
550     

                             
1.113     

                               
151     

                               
300     

Offenses Against 
Information Systems 

                            
353     

                                
534     

                               
975     

                           
1.351     

Qualified Fraud via 
Internet 

                                
412     

                                
731     

                                 
71     

                               
115     

Other 
                                   

45     
                                

116     
                                 

28     
                               

134     

Total 
                          

2.871     
                             

4.670     
                           

2.357     
                           

2.905     



CYBER CRIME ARREST-2009 
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Bank and 
Credit Card 

Fraud 
53% 

Interactive 
Banking 

Fraud 
19% 

Offenses 
Against 

Information 
Systems 

12% 

Qualified 
Fraud via 
Internet 

14% 

Other 
2% 

Bank and Credit Card Fraud Interactive Banking Fraud 

Cybercrime and Fraud Qualified Fraud via Internet 



CYBER CRIME ARREST-2010 
13 

Bank and 
Credit Card 

Fraud 
48% 

Interactive 
Banking 

Fraud 
7% 

Offenses 
Against 

Information 
Systems 

41% 

Qualified 
Fraud via 
Internet 

3% 

Other 
1% 

Bank and Credit Card Fraud Interactive Banking Fraud 
Cybercrime and Fraud Qualified Fraud via Internet 
Other 



OUTLINE 
14 

 

2. Capital Markets Law Violations via Information 
Technologies & Case Studies   
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CYBER CRIME CHALLENGES 
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1. PROOF & EVIDENCE 

2. LOCATION 

3. JURISDICTION 
 



CHALLENGES 
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1- PROOF & EVIDENCE 



CHALLENGES 
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2- LOCATION 



CHALLENGES 
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3- JURISDICTION 
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A-MARKET MANIPULATION  
via  

INFORMATION TECHNOLOGIES 



Key Elements of Market Manipulation 

Affecting demand and 
supply 

Giving an impression of the 
existence of an active 

market 

Holding prices at the same 
level 

Increasing or 
decreasing prices 

Trading for the purpose of  

21 



Main Goals to Attemp for Market Manipulation 
22 

• Make money 1 

• Make more money 2 

• Make much more 
money 3 



Market Manipulation 
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Sources of Investigations 

In house 
surveillance 

Tips 

News 

Other  
division 
and inst. 

ISE & 
Turkdex 

Reports 
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Newswatch 

Actively following the news & 
disclosures about stocks 

Checking the news’ 
integrity 

Relating the news 
with activity in 

stocks 
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Newswatch 
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Real Time Surveillance 
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ISE and TURDEX 
Surveillance Software 

Daily Notifications 

Market Anomalies 



ONLINE FINANCIAL CRIME IN CAPITAL 
MARKETS 
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ALERT ! 
 



HOW DO THEY WORK? 
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They are organized. 



Most Common Techniques  
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1. Too many fictious accounts 

2. Using internet to execute market orders 

3. Attention for internet protocol numbers 
(IP) 

4. No phone call  

5. Using international phone service 
providers 

6. Using MSN Messenger, Skype etc.  
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B- INFORMATION BASED MANIPULATION 
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Which may affect prices of capital market instruments 

or not disclosing material information 

Misleading or false news, comments, information 
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Comments on Forums 
34 
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- 31.08.2009- 09:55  by AMERICAN 

“Dear friends our stock is XYZ, you can buy at current prices, as 
you can see, the value started to increase” “its price will be 
doubled in a near future, we will not lose even if the index 
decreases” 

- 31.08.2009- 10:21  by AMERICAN 

“ The price is now about 2.60 TL but for me its real price is 
about 6 TL” 

-31.08.2009- 10:30 by AMERICAN 

“I suggested XYZ, because I want you all to earn money with 
me. But the responsibility is of course yours”    

 

 



Price of XYZ 

stock increased 

%30 in just 

three days.  

 

Reason?? 
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TRANSACTIONS 
38 

 Information request from the forum management 
about the ID information of forum member 
AMERICAN.  

 

 By using our surveillance programs, we examined 
the transactions of the AMERICAN and also his 
family.  

 

 



AMERICAN’s Transactions 
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DATE 
Price  
(TL) 

Buy 
(Unit) 

Sell (Unit) 
Stock 
(Unit) 

20.08.2009 2,50 30 - 30 

21.08.2009 2,44 350 - 380 

25.08.2009 2,38 249 - 629 

01.09.2009 3,24 - 629 0 

- He made 516 TL profit by stock trade 



Transactions of AMERICAN’s Father 
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DATE  
Price  
(TL) 

Buy  
(Unit) 

Sell 
(Unit) 

Stock 
(unit) 

20.08.2009 2,38 1.048 - 1.048 

20.08.2009 2,39 5.900 - 6.948 

20.08.2009 2,40 23.052 - 30.000 

28.08.2009 2,39 18.973 - 48.973 

28.08.2009 2,40 6.777 - 55.750 

03.09.2009 3,24 55.750 0 

- He made 47.100 TL profit by stock trade.  



RESULT 
41 

 

   At the end of the investigation, Our Board 
decided to submit the written application to 
the Public Prosecutor’s Office because of 
the violation of Capital Markets Law.   
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C-UNAUTHORIZED INVESTMENT ADVISORY 
ACTIVITIES 

43 

 

  Investment Advisory Activities are regulated by Communiqué 
Serial: V, No: 55 on Principles Regarding Investment Advisory 
Activities. 

 Only institutions authorized by our Board can offer investment 
recommendations.   

 According to our legislation, an activity can be described as an 
investment advisory activity under conditions below; 

- Influential investment recommendations and written and/or verbal 
comments 

- About capital market instruments, and about companies and 
institutions which issue these financial instruments 

- To acquire a material benefit.  
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D-PONZI SCHEMES 
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 A Ponzi scheme is a fraudulent investment operation 
that pays returns to its investors from their own money or 
the money paid by subsequent investors, rather than 
from any actual profit earned by the individual or 
organization running the operation. 

 

 In the framework of the Capital Markets Law.  

 

 

 



D-PONZI SCHEMES 
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 Public Offers 

- Invitation to the public, 

- To participate in a joint stock corporation, 

- Every kind of appeal to the public for the purchase of 
capital market instruments.  

  In this context, all public offers should be 
registered by our Board and my Department 
is responsible for detecting public offers 
made without permission.  

 ABC Gold Company case  
 

 

 



ABC Gold Company (Investment Stage-1) 
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 Invest 1.300 USD 

 At the end of month 170 USD profit. 

 New investment amount is 1.300+170=1.470 
USD  

 At the end of the second month 192 USD 
profit 

 In two years your money will reach up to 

22.000 USD. (What a great offer!!) 

 

 



ABC Gold Company (Investment Stage-2) 
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 Besides profit share, there are bonuses and 
premiums. 

 

 If you bring someone to invest, you will take 
%10 of your friend’s investment as bonus! 

 

 When the number of investors you brought 
increases, your bonuses also will increase. 

 



PONZI SCHEME 
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LEADER 

Sub 
Leader 

Payer 1 Payer 2 

Sub 
Leader 

Payer 3 Payer 4 

$130 $130 



PONZI SCHEME 
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LEADER 

Sub 
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PONZI SCHEME 
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LEADER 

Sub 
Leader 

Payer 1 Payer 2 

Sub 
Leader 

Payer 3 Payer 4 

$130 $130 
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PONZI SCHEME 
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LEADER 

Sub 
Leader 

Payer 1 Payer 2 

Sub 
Leader 

Payer 3 Payer 4 

$130 $130 

$10.000 $10.000 

$ 1.000 $ 1.000 



Q&A 
 

THANKS. 


